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Ithough future computing technologies have been rapidly developed and it has provided diverse social services to users,

there are ongoing issues for users in safety. This paper deals with the privacy problems in future-centric computing
environments. In daily life, as users are increasingly participating in various social contexts, some researchers have developed
a facility to commence daily life service with wearable computing technologies. This makes it possible for users to store all
their daily events or the collected data using their devices. These data can be shared with other people or some service
providers only if the user agrees. However, the problem is that there are some potential risks about privacy in the cases of inter-
domain web service usage or sharing their data with others. As the solution, the authors propose a new method, privacy-aware
access control through negotiation process (N-PAC). This method enables a user to accomplish self-determination and self-
control of personal information in the coming ubiquitous computing environments.

Introduction

The Ubiquitous Computing Environments is forthcoming. The environments can be represented as “5 ANYs - anyone,
anytime, anywhere, anynetwork, anydevice”. Ubiquitous Computing Technologies require that all of the computers,
computerized devices, and sensors are connected through Internet or wireless/wired networks. People can use invisibly
embedded or incorporated technologies within their own real life without any limitations over time and space. These kinds of
technologies enable people to realize their ideas by sharing or taking advantage of their various resources through connected
networks. Dailylifeservice is one of the most representative trends to show how people achieve their ideal thoughts in reality
by collaborative computing technologies. However, there are still some problems including security and privacy in the mass-
market-scale ubiquitous services and applications. To find the solutions for these problems, some researchers have worked
daily life service with wearable computing technologies.

In daily life, as users are increasingly participating in various social contexts, the researchers have tried to develop a facility
to communicate, to share items and to manage today's complex lifestyles. This makes it possible for users to store all their
daily events or collect data using their devices, for example, SMS, photos, call, movie, e-commerce information, web service
log and usage information, location information, documents, media, battery charge, personal schedule, and so on. This kind of
system deals with a personal lifetime store and it considers every digital media and data. Through the internet, the stored data
are transferred to each user’s personal database, and stored and managed as a personal history with the passage of time. The
data can be shared with other people or some service providers, only if the user wants.

Here is the problem; keeping the connection with networks all day long and storing all their events mean that users are
always monitored and exposed to others over the networks. Especially, in the cases of inter-domain web service usages or
sharing their data with others, there are some potential risks about privacy. A server manager or unauthorized accesses can
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abuse or misuse the data in their personal devices or personal database without users’ consents. In this paper, the solution for
these problems is proposed as privacy-aware access control through negotiation process (N-PAC). With this method, users can
achieve self-determination and self-control of personal information in the coming ubiquitous computing environments. The
application is the architecture designed by the previous MobiLife project’s service which is connected to wearable computing
researches of todays.

Related Work and Contribution

In a variety of perspectives, many works for privacy preserving techniques in data management system have been
researched. P3P(Platform for Privacy Preferences), was developed by W3C(World Wide Web Consortium), provides a way for
a web site to encode its data-collection practices in a XML format known as a P3P policy [17]. It provides a technical
mechanism for ensuring that users can be informed about privacy policies before they release personal information but it does
not provide a mechanism to make sure sites act according to their stated policies. Hippocratic databases was introduced as
systems that integrates privacy protection within relational database systems [1]. A Hippocratic database uses privacy metadata
which consist of privacy policies and privacy authorizations stored in two tables. The policies and authorizations associate with
each attribute and each user the usage purpose(s).

In purpose-based access control by Byun et al. [4, 5], they proposed an access control model for privacy protection based on
the notion of purpose. They defined purpose and introduced the concepts of intended purpose and access purpose. They
proposed a method for determining access purposes, which uses the notions of role attributes and conditional roles. However,
purpose management introduces a great deal of complexity at the access control level. In another aspect, [16] introduced an
alternative privacy access control mechanism that is not based on purpose. It defined the intended purpose of personal
information as a chain of acts on this type of information. The chain represents a syntactical form of controlling access (acts in
general) to personal information.

Mun et al. [14] provided policy-based access control mechanism for the personal information directory system. The
proposed person-wise access control model allows the information subjects to control access to their own information
according to their policy. The model takes the strategy to encrypt each attribute for each individual with different keys and to
endow the decryption keys for the allowed attributes to the information users according to the information subjects’ policy.

As for privacy policy negotiation, Hatakeyama and Gomi [11] introduced a means for providers to be able to confirm
privacy policies before an attributes exchange takes place and to determine what kinds of attributes to exchange and how to
manage these attributes. In other papers related to privacy policy negotiation, [8] extends the previous session level data
privacy methods by adding transaction level data privacy. The method generates session privacy policy based on the provider’s
and consumer’s privacy preferences in distributed environments.

In almost all of the previous papers, access control rules are setup based on purpose, intent, or policy at first time. However,
the data for some goal can be used for other purpose. They cannot cover all the cases and had many difficulties for users to
make a self-determination or self-control of their personal data. Even if it has negotiation or dynamic process, it is too abstract
and conceptual.

In this paper, the authors take the application with daily life service for future computing environments. Based on this
service, the authors accomplish privacy-aware access control by adding negotiation protocol and encrypting data under the
classified level. PAAC (privacy aware access controller) is introduced as a kind of TTP, so that all the accesses to user’s
information should pass through PAAC. Negotiation is also processed by PAAC.

Moreover, these properties enable our proposed method N-PAC (Privacy-Aware Access Control through Negotiation) to
make self- determination and self-control of personal data.

Application Scenarios

In this section, the application scenario is addressed as daily life services such as MobiLife project. The projects about daily
life services are succeed to wearable computing technologies of these days. The application, MobiLife Integrated Project in
IST-FP6 (September 2004-December 2006) was to bring advances in mobile applications and services within the reach of users
in their daily life by innovating and deploying new applications and services based on the evolving capabilities of the 3G
systems and beyond. The project addressed the problems related to different end-user devices, available communication
networks, interaction modes, applications and services with a strong user-centric view [18].
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The privacy problems caused by the services are the authors’ main concerns. Especially, in this paper, the authors model the
solution using MobiLife service as the application scenario. The architecture of MobiLife is as follows [20].

¢ Privacy and Trust Function (PTF)

- Ensuring privacy and trust through specifying a Trust Engine and defining privacy policies, including
Storage/Management

- Inspects every interaction involving user data and allows or denies the access to the data based on the specified policies
* Personalization Function (PF)
- Profile Manager with well-defined interfaces to manage user and group-related profiles and preferences
- Enables adaptation of mobile services and applications according to personal and group needs and interests
- Service-specific user/group profiles can be created manually or via profile learning (part of CAF Reasoning Function)
- Profiles are the basis for building sophisticated, service specific recommender systems
¢ Context Awareness Function (CAF)
- Handles raw, interpreted and aggregated context data
- Context Management Framework (CMF), Personal/Group Context Function (PCF/GCF), Reasoning Function (RF)
- Context Management Framework (CMF):
* Defines representation, exchange, interpretation and reasoning of raw context data from various sources
* Determines the situation of a user and/or a group entity
 User Interface Adaptation Function (UIAF)
- Make services available through multiple devices and modalities
- Device Gateway Function (DeGan): Handles devices and capabilities

- Device and Modality Function (DeaMon): Fusion of user input and fission of application output, content adaptation
features

¢ Group Awareness Function (GAF)
- Group Management Function: Management of group lifecycle aspects
- Group Evolution System: Automatic creation and deletion of groups
» Service Provisioning Function (SPF)
- Stores service information: description, properties, semantics, etc
- Management of user-service profiles
- Advertises applications proactively to users/groups, without any user/group request or interaction
* Service Usage Function (SUF)
- Service Discovery, Service Composition and Service Execution
* Operational Management Function (OMF)
- Performs operational management of applications and service, and related configuration of resources

- Covers data collection processes
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The Construction of N-PAC (Privacy-Aware Access Control Through

Negotiation)

* The parts which relates privacy in MobiLife are Privacy and Trust Function (PTF) and Personalization Function (PF). The
construction of N-PAC (Privacy-Aware Access Control through Negotiation) is for accomplishing these functions.

The Components of N-PAC

N-PAC has four main parties as follows;.

MA (Mobile user agent). Instead of a user, a mobile user agent does everything related to daily life using their mobile phone.

PAAC (Privacy-Aware Access Controller). PAAC is a kind of TTP (Third Trust Party) and protects users’ privacy. This
manages users’ secret keys, implements encryption and decryption of users’ data, registers users’ privacy policies, and
evaluates and negotiates users’ privacy policies with service providers’/ PIR ’ policies.

SP (Service provider)/ PIR (personal information requestor). This party requires disclosing of users’ data for enabling web
services or sharing users’ data. It negotiates privacy polices with PAAC.

PDM (Personal database manager). As a kind of semi-trusted party, PDM just manages personal database and implements
PAAC’s requests.

The Processes of N-PAC

Registration

All data are classified into 4-levels;
- Level 1: Not sensitive data. These data don’t need to be encrypted.
- Level 2: Sensitive data. These data need to be encrypted but not to be negotiated by PAAC.
- Level 3: High sensitive data. These data need to be encrypted and negotiated by PAAC.

- Level 4: Top secret. These data should be encrypted only by user’s secret key so that only the user can request and
decrypt them. These data should not be negotiated and disclosed.

All mobile users register their privacy policies on each service to PAAC in advance. A user can determine which attributes
can be disclosed. For this, one of the above 4-levels is assigned to all attributes of each table.

But, this process is provided as option. It means that there are two choices. One is that a user can choose what he wants by
himself. The other is that a user can follow in advance setup classification under EU guideline or some other privacy rules. It
can be updated and added as needed.

PAAC should keep each user’s policy table like Table 1, where T; means the table for service i and A;; means j-th attribute of
service i. If each table T; has its attributes A;;, it is expressed as: Ti=(Aj;, Ai, Ais,.., Ajj)

Table 1. Policy Table of User 1

Level 1 Level 2 Level 3 Level 4
T, (service 1) A Ap, Ass A, Ags Ay Ay
Tz (service 2) Az3, A25 A21 AZZ, A25 A24

Data Processing

According to a user’s policy, MA encrypts the data belonging to level 2, 3, and 4. In N-PAC, there are two kinds of keys, K,
and Kj3. K; is the shared key between a user and PACC in advance. Kj is the key generated by a user. We explain the encryption
method as one example with T, (service 1) in Table 1. E means efficient encryption function and D means efficient decryption
function.
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- Level 1: Let these data be in plaintexts.
- Level 2: Ep(Aj3), Eio(Ass)

- Level 3: Ep(Exa(Ayy))

- Level 4: Ei3(Ay7)

The data stored in MDB are transferred to PDB through wireless network once a day or by certain period. All data of a user
are stored in PDB (personal database, Lifeblog) time by time, and day by day, i.e., according to the order of time.

Privacy Policy Evaluation

When a user wants to be provided with something from different domain service or a PIR requests to share with the user’s
data, at first PAAC evaluates a user’s privacy policies with SP or PIR’s privacy policies. For more simple explanation, we
consider just the case of SP. The following 3 conditions can be expected;

UPSPJ‘ U PMA7T17L1 DPMAJ_LZ M

If the condition satisfies with this formula, then PAAC implements Action Process, where Pgp 1 is service provider’s privacy
policy on service table T;. U P, , Means all the attributes which a SP wants to be disclosed on the user’s data T;. P, is
mobile user agent’s privacy policy and Py 1 1,
service table Ti. Therefore, the above formula means that all the data which a service provider wants to share with on service
table T; are included to the disclosing attributes without negotiation process. This time, in Final Process, PAAC needs to
decrypt the attributes of L, and replies with the attributes of L; and the decrypted attributes of L,.

means the attributes which a mobile user agent wants to be in plaintexts on

From next, the conditions are | JP,, , O P, OP

P_T; MA_T, I, MA_T, L, "
PSPiTl g PMAiT_l,} (2)

This condition is that some attributes which a SP wants to know belong to the user’s attributes of Level 3. Then, PAAC starts
to implement Negotiation Process.

Py 5 OBy 1 4, G)

This condition is that some attributes which a SP wants to know belong to the user’s attributes of Level 4. Then, PAAC
sends the message that the attributes cannot be disclosed, to the SP. If the SP accepts this message under the user’s policy,
PAAC starts Action Process. If not, the access trial is over.

Negotiation Process

If the privacy policy evaluation satisfies with condition 2, PAAC gets to start Privacy Policy Negotiation Process.
1. PACC sends the message that the attributes cannot be disclosed to the SP.
2. If the SP accepts this acknowledgement under the user’s policy, PAAC starts Action Process.

3. If the SP rejects this, then PAAC sends this message that the SP wants to know the attributes of Level 3 for a service T; to
the MA.

4. If the MA rejects this acknowledgement under the SP’s policy, the access trial is over.
5. If the MA accepts, MA replies to PAAC as “Yes”.

6. Then, PAAC requests the attributes to PDM (personal database management) and decrypts the received data of Level 3
from PDM with the shared key Ks; Dio(Eia(Ei3(A4)))= (Eia(A4))

7. PAAC resends the half decrypted data Ey;(A4) to MA.
8. MA decrypts the data again with K5 and sends it to PAAC; Dy3(Ex3(A4))= Ay
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9. PAAC starts Action Process.

Final Process

In this process, PAAC implements the final results.

In the case of condition 1, PAAC requests the attributes of U P,, ; to PDM and decrypts the attributes of Ly; Dia(E(As))=

A;, Dip(Exa(As)) = As. Then, PAAC provides the SP with the user’s data which belong to Level I and 2 and the user can be
offered something from the SP.

In the case that SP accepts a user’s policy in condition 3 or after negotiation process, PAAC provides the SP with the finally
selected attributes. Thereafter, the user can be offered something from the SP.

Discussion and Analysis About Privacy

The right of informational self-control is merging with the right of self-determination to a new meaning of freedom, keeping
abreast with the trend that more and more of personal belongings are stored in persistent media. The most important thing is
that the decision whether we would like to share personal information with others is up to us. If we do not want to reveal
personal data, we do not have to. If we wish to remain anonymous, we should be capable of doing so. We should not be
observed if we have the desire to be. Considering the rising amount of network-computing, it should be realized that we all
have to take measures to enforce our human rights [21].

One of the most important properties of the method N-PAC is self-determination and self-control of personal information.
One of the 4 levels for each information is selected by the user himself. According to the classified level, the different
encryption module is applied with 2 kinds of keys. But, the data of /eve/ I don’t need to be encrypted. Because of this different
encryption module, even PAAC cannot negotiate or disclose on its own authority. Negotiation is only allowed to level 3 data.
Only under user’s consent, it is also possible to release data through negotiation because the data are encrypted twice with K,
and K;. Kj is the key which the user only knows and PAAC does not know. The data of level 4 must not be disclosed by no
means so they are encrypted with K.

Some people may wonder about why we encrypt Level 2 data with two keys K, and Kj;. It is for preventing others’
impersonalization attack. The malicious PDM or attacker can masquerades as PAAC. In the 5™ step of negotiation process, if
MA accepts, PAAC will implement the 6™, 7" steps. This time, if Level 2 data are encrypted with only the key K3, MA cannot
know who sends Ey;(Ay). But, in our negotiation process, Level 2 data are encrypted twice with K, and K;. Even if a malicious
attacker tries to masquerade as PAAC, he cannot generate the valid value of Eig(Ay) in the 6™ step because he cannot know Ko.

Another specialty of this paper is PAAC as a kind of TTP. All accesses into users’ data should pass through PAAC. PDM
only has to manage and implement the requests from PAAC. The decryption processes never happen in PDM because PDM
does not know any of the encryption keys. Decryption is possible only by the user or PAAC. It can prevent PDM or an external
attacker from misusing or abusing users’ data. PAAC is an intermediary between a user and a SP/PIR in negotiation process.
This privacy policy negotiation process enables users to determine and control their personal information by themselves.

In this paper, the authors highlight the privacy and security problems in the forthcoming daily life services. This paper
reminds us the potential risks of privacy in Ubiquitous Computing Environments which are connected through Internet or
wireless/wired networks to all of the computers, computerized devices, sensors and so on. The proposed Negotiation Process
makes us realize the importance of Privacy-Awareness. Through the whole processes, users can accomplish self-determination
and self-control of their information. Finally, N-PAC enables users’ data protection to accomplish FIPs (fair information
practices).

However, this paper only considers partly approaches with separate concentrations in the application and independent
technologies — such as access control, negotiation technology - for coming ubiquitous computing era. Hence, there are
limitations and huge challenges to prevent higher risks for users’ security and privacy in future computing applications and
technologies. Therefore, the security and privacy problems in ubiquitous computing environments also should be managed as
an integrated system.
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